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Introduc!on 
Ndevor is the free management so$ware to support your Newland devices. It lets you run a 
wide network of mobile computers like you simply could not before. That’s because it’s 
designed for the hardware it runs on – and vice versa. 

First-!me Ndevor Registra!on 
An Ndevor instance can be registered by anyone who owns a Newland Android device. 

Prepare Device 

Before you can register a Ndevor instance, you must have a Newland device at hand and 
prepare it for the registra!on process. Start up your Newland device normally un!l you reach 
the Android desktop. Make sure the device has internet access. Swipe up to open the apps 
and select the NInstaller App. 

 

In the NInstaller app, scroll down to find the Ndevor applica!on and click on Install. Then, run 
the Ndevor applica!on. The device will ask permission to make the Ndevor applica!on the 
device administrator, click next, and in the next screen click on “Ac!vate the device admin 
app” to accept. 
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This will bring up the Ndevor Register screen in which the device can be registered to Ndevor. 

Register Ndevor Account 

Go to the Ndevor landing page at h#ps://ndevor.net and choose your region from the Login 
menu. 

 

https://ndevor.net/
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On the login screen, use the Register bu#on to create a new Ndevor instance. 

 

In the Register Account screen, enter your name, email address and phone number and click 
on Submit. 

 

When valid data was entered, a window will show that the submission was successful and a 
QR code will be displayed on the screen. Now take the device which was prepared with the 
Ndevor client, and scan the QR code from the registra!on screen. 
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When successfully completed, the device will show the Ndevor screen with a “Connected” 
status. At the same !me, an email will now be sent to the address entered during the 
registra!on process, in which a temporary password will be provided. You can use this 
password in combina!on with the email address to login to your Ndevor account from now on. 
It is strongly recommended that you change your password a$er you have logged in for the 
first !me. 
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Account Se"ngs 

Personal se!ngs 

The account se"ngs can be modified by clicking on the account icon in the upper-le$ corner 
of the Ndevor screen. 

 

Login Name The email address with which you registered your account. You 
cannot change this. To have your login name changed, please 
contact Newland Technical Support. 

Nickname You can enter your desired Nickname, which will be shown in the 
upper-le$ corner of the screen when you are logged into Ndevor. 

Old password Enter the old password, in case you want to change your 
password. 

New password Enter your new password. 
Re-insert new password Enter your new password again for safety. 
Email Update your email address. You will receive Ndevor related 

emails to this email address. This will not change your account’s 
login name. 

Phone number Update your phone number. 
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MFA This allows you to enable mul!-factor authen!ca!on using 
Google Authen!cator for addi!onal login security. Click on “To 
se"ng” to setup MFA. 

Quota usage Click on “Detail” to view your Ndevor quota. The quota is 
dependent on the number of devices you have registered in your 
Ndevor instance. 

Click the Save bu#on to save the changes. Click the Reset bu#on to cancel any changes 
entered in any of the fields. 

Cancel Account 

Click the Cancel Account bu#on in case you want to stop using Ndevor and clean up your 
account completely. When you click on Cancel Account, a window will appear asking you to 
confirm by entering your account password two !mes. Please be aware that this ac!on is 
irreversible. 

 

When completed, a confirma!on will be shown. 
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Device Menu 

Device Management 
Provides an overview of the devices enrolled into your Ndevor account. 

 

Filtering the device management list 

Especially when having large number of devices, filtering the list may help in structuring the list 
and more easily find specific devices. Several filtering op!ons are available which can be 
selected with the drop-down boxes in the top row of the list, and clicking the hourglass icon. 
The list will then be narrowed down following the selec!on criteria entered in the filter. 

Func"on Bu#ons 

Func!on bu#ons are provided to carry out several ac!ons, of which some will be carried out 
only on the selected devices in the device list.  

 
Refreshes the screen, this has no effect on the devices. 

 

Add a device manually. This will allow you to add addi!onal device(s) to your 
Ndevor instance, even before you have the devices online. In order to add a device 
this way, you must enter it’s Serialnumber, MAC-Address, IMEI number (if 
applicable), Device Name, Descrip!on, Device Group, and a Tag, if desired. 

 
Import devices. This will allow you to add mul!ple devices to Ndevor automa!cally 
before having the devices online. A window will appear which will provide a 
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template and a File Selec!on bu#on with which the file can be imported. The 
template is Microso$ Excel forma#ed. During the Import, you can select the target 
Device Group for the imported devices. 

 
Export devices. This will generate an Excel forma#ed list of the devices that are 
registered in your Ndevor instance. 

 
Change group. All selected devices will be moved over to the new group. 

 
Delete. All selected devices will be deleted from Ndevor. This will not change any 
se"ngs on the device(s) nor will it reset the devices. It will only remove them from 
Ndevor and on the device, using the Ndevor Client, it can be enrolled into any 
Ndevor instance again. If you want to wipe your devices first, then use the 
command bu#on described later. 

 
Send a message to the selected device(s). 

 
Send an Android Broadcast intent to the selected device(s). The broadcast to be 
sent must be entered in the screen following a$er clicking the bu#on. 

 
If a broadcast ac!on requires more than one extras, addi!onal extras can be added 
by using the  bu#on. 

 
Send a preset broadcast ac!on to the selected device(s). Presets can be defined 
using the  bu#on described below. 

 
Lock the selected devices with an Android PIN code of four digits. This func!on can 
be used to set PIN codes on selected devices “ad-hoc”. 

 
Command bu#on. Execute one of the following commands on the selected 
device(s). For a detailed descrip!on of these commands, see the next paragraph. 
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Push the policy again to the selected device(s). 

 
Manage presets. See paragraph below for a full descrip!on. 

Commands 

Possible commands using the command bu#on are described in the table below. 

System Restart Restarts (reboot) the selected device(s). 
Return to Newland 
desktop manager 

Start the Newland Desktop Manager (again) on the selected 
devices. 

Return to na!ve Android 
Desktop 

Terminates the Newland Desktop Manager and returns the 
device to the na!ve Android desktop. This command only has 
effect then the Desktop Manager is running on the device(s). 

Enable Newland desktop 
manager on startup 

Will set the desktop manager to automa!cally start when the 
device has been restarted (rebooted). 

Disable Newland 
desktop manager on 
startup 

Will stop de desktop manager from automa!cally star!ng when 
the device has been restarted (rebooted). 
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Find the device and play 
a ringtone 

When a device is lost, this command will help to locate it by 
star!ng a ringtone on the device. For this func!on to work, the 
device must be powered on. 

Upload the system log This will cause the device to generate a system logfile which can 
be viewed and downloaded from the device manager screen. 

Upload the Ndevor log This will cause the device to generate an Ndevor logfile which 
can be viewed and downloaded from the device manager screen. 

Delete Bluetooth history This will delete all Bluetooth history from the selected device(s), 
including any connected or paired devices. This can be useful in 
case a device’s Bluetooth connec!on table is overloaded and the 
device is no longer correctly able to pair Bluetooth devices. 

Ac!vate logs Ac!vates logfiles to be stored in internal storage of the device up 
to a size of 100MB. 

Dec!vate logs Deac!vates logfile storage. 
Ndevor Client Device 
owner deac!va!on 

This will deac!vate the Ndevor Client on the selected device(s). 
Ndevor will loose connec!on with the device(s) and the device(s) 
will no longer get updates, se"ngs or any policy applied. Any 
se"ngs, applica!ons that are already on the device(s) will not be 
affected, however, any future policy changes in Ndevor will not 
be pushed to the device. The device(s) will not be deleted from 
Ndevor, but remain in the device list with status “Offline”. 

Factory Reset This will perform a factory-reset on the selected device(s). Any 
se"ngs, apps, files installed on the device(s) will be removed and 
the device will start up as a new device. This ac!on should be 
carried out with extreme cau!on. If any device was enrolled into 
a Google account before it was Factory-Reset, it will ask for the 
same Google creden!als again when it is reconfigured. To 
prevent this, the Google Account must be removed from the 
device(s) before the factory-reset is carried out. 

 

Manage Presets 

The manage presets screen allows you to configure several preset ac!ons for your device(s). 
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Name Enter a meaningful name 
Remark Extra informa!on about the preset, informa!onal only 
Type Type of preset: 

Script: Prepare a Data Edit script to be used in the Scanning 
sec!on of a Configura!on Profile. 
Broadcast: Prepare a Broadcast ac!on to be used with the 
broadcast func!on bu#on in the device management screen.  
Scan & Profile-Se"ngs File: Prepare a preset scanning se"ngs 
NLSBackup file to be used in the Scan Se"ngs sec!on of a 
Configura!on profile. This can be used as alterna!ve to configure 
the scanner se"ngs from Ndevor. To create a Scanner Se"ngs 
file, use the NLSBackup u!lity on the “Master” Device to create a 
scan se"ngs backup, and use the file created by the NLSBackup 
u!lity to load here. 

Import File Load a script, broadcast ac!on or NLSBackup file from your local 
computer into the Code field. 

Code Enter the code here. Can be loaded from a file using the Import 
File bu#on above. 

Device Func"on Bu#ons 

Each device in the device management overview has a set of func!on bu#ons which can be 
used to perform device-specific ac!ons. 
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 Edit the device. For a full descrip!on see next paragraph. 

 Remote management. For a full descrip!on see next paragraph. 

 
GPS. Look up the device on the world map. Will show a Google 
Map with an indicator showing where the device was last seen. 

 
Download the logfiles. Logfiles created earlier using the 
command func!ons “Generate system log” and/or “Generate 
Ndevor log” can be downloaded to the local computer using this 
func!on. A window will show the available logs on the device. 

 

Edit Device 
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SN  The device’s serial number 
MAC The device’s MAC address 
IMEI The device’s IMEI number 
Device Name The device’s name can be edited here, which will take effect a$er 

the device has been restarted. 
Descrip!on Contains the device’s serial number by default, however, this field 

can be used to give the device a meaningful name. This only 
affects the Device Management overview in Ndevor, it does not 
change anything on the device. 

Device Group The device group in which the device resides. Can be changed by 
clickin on the device group name which will bring up a selec!on 
list of available groups. Changing a device’s group will affect the 
policy running on it. If the new group has a different policy, the 
new policy will be applied to the device. However, of the new 
policy does not contain the same profiles, only the profiles that 
are part of the new policy will be overwri#en on the device. 
Se"ngs from profiles that are not part of the new policy will 
remain unchanged on the device. 

Model This field is currently unused. 
Tag Brings up tag management. Allows to create custom tags and 

assign to the device. This does not affect anything on the device. 
It will only show up in the device management list, ‘tag’ column, 
and can be used in the device management filter op!ons to 
organize the overview.  

Remote Management 

 

The remote desktop func!on offers three bu#ons allowing you to perform remote 
management. Remote Desktop will make a live connec!on to the device and will show the 
device’s screen content, moreover, will allow the Ndevor administrator to take control of the 
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device remotely. Before using the Remote Desktop bu#on, choose the desired display quality 
and size. More display quality requires more system bandwidth. It is recommended to 
experiment with both parameters to find the one that works best for your device, depending 
on its screen size and resolu!on. 

Capture will take a high-resolu!on snapshot of the device’s actual screen. This snapshot can 
then be copy-pasted for instance for documenta!on purposes. 

File Manage will bring up a file management interface directly showing the device’s file system. 

 

The func!ons in the file management interface will allow the Ndevor administrator to create 
folders, rename files and folders, delete files and folders, download a file from the device to 
the administrator’s computer or upload a file from the administrator's computer to the device. 

This func!on must be used with great cau!on as the administrator has full access to the 
device’s file system and could poten!ally cause damage to applica!ons and se"ngs. There is 
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no risk of damaging the device. Opera!ng system files are protected and cannot be modified 
or destroyed using the remote file management func!on. 

GPS device loca"on 

With this bu#on, the device loca!on screen will open showing the loca!on of the device on 
the Google map. The map will open in Map view by default, alterna!vely a Satellite view can 
be selected by clicking on the corresponding bu#on in the map. Other Google Map features 
such as Streetview, zooming and panning are available. 

 

Tot the right of the map, a loca!on log can be viewed.  

Enlarge device management list 

By default, ten devices are displayed at a !me. You can enlarge the 
number of devices shown by means of the selec!on dropdown box 
below the table. 
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Device Group Management 
A new Ndevor instance will automa!cally have one group already. In this menu, the name of 
the main group can be edited, and childgroups can be created and edited that reside under the 
parent group. Addi!onal parent groups cannot be created in this menu; however, it is possible 
to do so in the System Management / Usergroup Management menu. 

 

To edit the name of the group, click the bu#on. 

A window will pop-up in which the device group name 
and descrip!on can be edited. Group names and 
descrip!ons can safely be edited at any !me, even 
when devices are already in the group or policies 
assigned to them. The name change will have no 
effect on the opera!on of Ndevor and are only for 
recognizability purposes. It is recommended to give 
groups a meaningful descrip!ve name. 

 

Func!on bu#ons at the top of the screen can be used to manage the groups. 

 
To seach for a group, enter your group number search filter here. 

 
To seach for a group, enter your group name search filter here. 

 Change the view of the groups to display only one parent group 
and its childgroups. 
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Search. Enter seach filters in the Group Number and/or Group 
Name fields to the le$ of the bu#on. 

 
Reset all filters and view op!ons to defaults. 

 Add a new group. Choose the parent (Superior Device Group) for 
the new group and enter a name and descrip!on.  

 

 
Import device group list from Excel. A template can be 
downloaded. When impor!ng groups from Excel, the Parent 
group must be selected under which the new groups will be 
created. 

 

 
Export device group list to Excel. All groups will be exported into 
an Excel forma#ed file. 

Device Model Management 
The device Model Management menu generates a list of device models being used in the 
Ndevor instance and the number of devices of each model. The list can be narrowed down by 
using the Model Name search field and bu#on at the top of the overview. There are no further 
opera!ons that can be carried out on this screen. The screen is informa!onal only. 
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Profiles Menu 
Profiles are categorized se"ngs bundles that can be deployed to the devices managed by 
Ndevor. 

Configura!on Profiles 
Configura!on profiles contain mul!ple categories organized in tabs in which specific se"ngs 
can be configured. 

 

 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 
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Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
View and manage profiles uploaded from devices. 

 

Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 

 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 

 
Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi!ng Configura!on Profiles 
A configura!on profile contains several tabs in which se"ngs are grouped together. 
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Scan Se!ng 

 

Not Config Scan Se"ngs will not be part of the Configura!on Profile. 

Configura!on via 
Ndevor Se"ngs 

Scanner se"ngs will be part of the Configua!on Profile. 
Addi!onal se"ngs will open underneath. 

Restore Default All scanner se"ngs will be set back to the defaults known by 
Ndevor. 

Import Scan & Profile 
Se"ngs (NLSBackup) 

Scan se"ngs will be taken from the NLSBackup file uploaded 
earlier in Device Management, Manage Presets. This func!on can 
be used in case one device is configured manually and will act as 
the “Master device”. Take a NLSBackup from that device, upload 
it in “Manage Presets” and use it here in the configura!on profile. 
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By selec!ng “Configuring via Ndevor Se"ngs” addi!onal configura!on bu#ons will appear. 
Clicking those bu#ons unfolds the se"ngs for that category. 

Common 

Configure common scanner se"ngs. The parameters in this sec!on correspond to the se"ngs 
on the device in the Quick Se"ngs app, under Scan. The se"ngs in this sec!on are common 
to all device types and scan engines. 

The Data Edit window can be manually entered with a Data-Edit script, alterna!vely a preset 
script can be selected using the drop-down box “Please choose script” which will be populated 
with scripts preloaded earlier using the Device Management, Manage Presets. 

Symbologies (Except NQ1000 EM2037) 

In this sec!on, symbology se"ngs can be configured. The se"ngs in this sec!on will be 
applied to all devices except the Newland NQ1000 with the EM2037 scan-engine, and the N7 
with the EM6000 scan-engine. The NQ1000 with EM3027 scan-engine and the N7 with 
EM6000 scan-engine will ignore the se"ngs in this sec!on. 

Symbologies (NQ1000 EM2037) 

In this sec!on, symbology se"ngs can be configured. The se"ngs will only be applied to the 
NQ1000 with the EM2037 scan-engine. Other devices will ignore the se"ngs in this sec!on. 

Symbologies (EM6000) 
In this sec!on, symbology se"ngs can be configured. The se"ngs will only be applied to the 
N7 with the EM6000 dual range scan-engine. Other devices will ignore the se"ngs in this 
sec!on. 

Device Se!ng 

Lock Clear: clears pin or password se"ng from the device. 
Pin: Sets a numeric Pin code on the device. 
Password: Sets an alphanumeric password on the device. 

Date & Time 
Use 24-hour format 
Automa!c date & !me 

 
When enabled, show the clock in 24-hour format. 
Chooses the method of se"ng the clock automa!cally. 
When checked, !mezone will be set from the network, if 
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Automa!c !me zone 
Choose Timezone 

provided. 
Allows to manually set the correct !mezone, to be used when 
automa!c !mezone is not network-provided. 

Sound 
Media volume 
Alarm volume 
Ring volume 

 
Sets the media volume. 0=Off, 16=Max. 
Sets the alarm volume. 0=Off, 16=Max. 
Sets the ringer volume. 0=Off, 16=Max. 

Language & Country 
Language 
Country 

 
Select the desired language for the device. 
Select the desired country for the device. Sets regional op!ons 
on the device accordingly. 

Mobile data Enable the device to use mobile data using the 4G/5G radio. 

APN 
Reset APN 
APN list 

 
Resets APN (4G/5G access point name) to defaults. 
Use the bu#on to add APN se"ngs for 4G/5G network use. 
Per APN, a list of APN se"ngs will open. Values and necessary 
fields depend on the network provider being used. 

Cer7ficate 
Certficate list 

 
Use the bu#on to add cer!ficates which can be used for WIFI 
or VPN authen!ca!on schemes. 

Data Roaming 
Data Roaming list 

 
Use the bu#on to add data roaming se"ngs. Data roaming can 
be enabled or disabled per SIM card slot. 

Quick Se!ng 

This sec!on corresponds with the Quick Se"ngs à System Se"ngs on Newland devices. 
Most of these se"ngs are enable/disable checkboxes. 

Status bar pull down Allow the user to swipe down from the top of the display to open 
the items displayed in the status bar. 
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Home key enable Allow the use of the home bu#on, either physical bu#on or on-
screen. 

Se"ng entry on 
no!fica!on 

When enabled, when a no!fica!on is shown in the status bar, 
and the user pulls it down, the user will be allowed to change 
se"ngs related to the no!fica!on. When disabled, the user will 
not have this access. 

Open the historical 
mission 

Enables or disables the Android bu#on that brings up the running 
tasks/apps. Corresponds with “Recents enable” in the Quick 
Se"ngs/System se"ngs on the device. 

SD card Allow access to the SD card, if present in the SD card slot. 

Default USB behavior Sets the default behavior when the device is connected to a host 
computer via USB: 
Charge only, File transfer, PTP, Midi 

Show so$ keyboard Enable or disable the on-screen so$ keyboard. 

Physical keys Enable or disable the use of the physical keys on the device. 

Show naviga!on bar Enables or disables the on-screen naviga!on bar. On devices 
without physical menu bu#ons, this op!on must be used with 
cau!on, as naviga!ng can become impossible when disabled. 

Show status bar Enables or disables the status bar in the top of the screen. 

NFC Enables or disables the NFC func!on in the device. (If present). 

NFC performance mode 
(WD5 only) 

Enables performance mode for NFC on the WD5. 

Bluetooth Enables or disables Bluetooth in the device. 

Do not disturb Enables or disables “Do No Disturb” mode on the device. 

GPS Enables or disables loca!on features on the device. 
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Ba#ery Hot Swap Enables or disables ba#ery hot-swap func!on on the device, only 
for devices that support the func!on. 

Power Save Enables or disables power saving on the device. Regardless of the 
configured display !meout, the power save func!on, when 
enabled, will dim the display a$er 15 seconds of no use, to save 
ba#ery power, without switching the device off. 

Globe Mode When enabled, it improves touch screen sensi!vity for the use in 
combina!on with gloves. Only applicable on devices that support 
glove-mode enhancement. 

Enable the blinking light When enabled, the LED on the device will blink during opera!on, 
on devices that support this func!onality. 

NTP Server Enter the address of an NTP server from which the device will 
fetch the correct !me se"ngs. NTP server domain address or IP 
address. 

USB Connect When enabled, the device can be connected to a host computer 
using USB. 

USB debugging When enabled, the device will assume USB-debugging mode 
when connected to a host computer via USB. USB connect must 
be enabled to allow this func!on to work. 

Airplane mode When enabled, will put the device in Airplane mode. Must be 
used with great cau!on, as the device will loose network 
connec!on and thus will loose connec!on to Ndevor. Airplane 
mode can then only be manually turned of on the device itself. 
Remind that leaving this op!on enabled in the profile, will cause 
the device to turn to airplane mode again as soon as it gets the 
profile pushed to it again. 

Show ba#ery 
percentage 

When enabled, the ba#ery icon in the status bar will show the 
ba#ery percentage. 

Display orienta!on Allows to lock the display in the desired posi!on. 
Default=Standard orienta!on for the device 
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Lock 0=Lock in ver!cal orienta!on 
Rotate 90 degrees to the right=Locks in horizontal orienta!on, 
90 degrees to the right, compared to ver!cal orienta!on. 
Rotate 90 degrees to the le$=Locks in horizontal orienta!on, 90 
degrees to the le$, compared to ver!cal orienta!on. 
Rotate 180 degrees=Locks in ver!cal orienta!on, display 
showing upside-down. 

Li$ to wake When enabled, wakes the device and display when the device is 
picked up i.e. from a table. Only supported on selected PDAs and 
Nwear devices. 

NQuire Se<ngs 
Enable USB power 
Infrared sensing 
Logo op!ons 

Se"ngs that only apply to the NQuire kiosk devices. 
Enables or disables power to the USB connector. 
Sets the sensi!vity of the barcode scanner mo!on detector. 
Sets the illumina!on color of the Newland logo which is 
posi!oned near the Nquire’s barcode scanner. 

Keyboard Mapping 

Keyboard Mapping allows to customize the func!ons of the physical bu#ons on Newland 
Android devices. By unchecking the box “Not Config” the keyboard mapping func!on can be 
configured from the Ndevor Configura!on profile. Since the available bu#ons vary per device, 
it is necessary to select the target device for the mapping configura!on, hence, it is necessary 
to create device-specific configura!on profiles in case you own more than one device type and 
need to configure Keyboard Mapping for all of them. In that case you would have to create 
mul!ple device groups, policies and device configura!on profiles and assign them accordingly. 
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Select the target device from the drop-down menu at “Device Model”. The available bu#ons 
will automa!cally reflect the bu#ons that are available on the selected device. Per bu#on, the 
following configura!on op!ons are available. 

Func!on Remap Key, maps the key to another key 
Remap Broadcast, assigns an Android broadcast to the key 
Remap App, assigns an App to the key 

Mapping For remapping keys, select the key to be assigned. 

ctrl, shi$, alt Enable to add ctrl, shi$, alt modifier to the mapped key. 

Customized key Instead of mapping a key from the “Mapping” drop-down, a 
custom key value can be selected. Use Android key-codes. A list 
of Android keycodes can be found on 
h#ps://www.temblast.com/ref/akeyscode.htm 

https://www.temblast.com/ref/akeyscode.htm
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NQuire Screen Saver Se!ng 

The screen saver se"ng can be used to display a series of pictures on the screen of the Nquire 
when it is not being used. To enable this func!onality, uncheck the box “Not Config” and 
enable “Enable picture Screensaver”. 

 

Before ac!va!ng the screen saving func!on, the pictures to be displayed must be present on 
the device. This can be accomplished by adding the desired files to the “Files” / “File 
Management” menu (described in this manual later) and enabling these files in a “Document 
Profile” which is part of the policy running on the device. Files must be placed in a 
subdirectory of the directory “/ScreenSaverPhoto” on the device, and the subdirectory used 
must be added to the Screen Saver se"ngs. Each added subdirectory will hold an expira!on 
date and !me. The pictures in that directory will be shown as screen saver only up to the 
expira!on date and !me. 

Example of files: 
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With the screen saver se"ngs as in the example above, the pictures NQ0001-NQ0006 will be 
shown un!l September 17th, 12:00hrs. A$er this, only pictures NQ0004-NQ0006 will be 
shown un!l September 24th, 18:00hrs. A$er that, if no new pictures are set, the device will 
show “NO PICTURE” when the screen saver is ac!vated. To prevent this from happening, 
make sure a new set of pictures is configured as above with a sufficient expira!on date/!me. 
When no screen saver is desired anymore, uncheck “Enable picture Screen saver”. Do NOT 
check “Not config” before the screen saver was disabled and this has been effectuated on all 
devices. Checking “Not Config” will remove the se"ng from the profile and leaves the screen 
saver se"ng on the device as it is. 

NQuire Save Power 

This se"ng only applies to legacy NQuire kiosk devices running on Android 7.1. It provides a 
method to automa!cally turn the display of the device on and off, to save power while the 
device is not in use. The func!on is not supported on the new NQuire series that is running on 
Android 13 and above. 

 

In addi!on, screen offers a possibility to automa!cally reboot the NQuire device at a predefine 
!me, on selectable days of the week. 
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NQuire CIT 

In this se"ng, the ethernet parameters can be 
configured for NQuire series devices. On non-
NQuire devices, these se"ngs have no efffect. By 
default, ethernet is set to use DHCP, in which case 
the other fields have no effect. By se"ng DHCP to 
“No”, the IP address, Nnetmask, Gateway, 
Nameserver1 and Nameserver2 can be manually 
configured and will be applied to the device. 

Float Se!ng 

In this sec!on, the floa!ng touch bu#on can be configured. On the device this results in a 
touct bu#on to appear on the device’s screen. 

When enabled, (i.e. Not Config is unchecked), depending on the device model, input 
parameters are offered. Since this feature is device dependent, it is strongly recommended to 
create separate Configura!on Profiles in case the Floa!ng Touch func!onality is used across 
different device models. 

 

Select device model. Then enable floa!ng touch and select the func!on you want to assign to 
the floa!ng touch bu#on. Op!onally, the floa!ng touch bu#on can be locked on the screen 
and protected with a password. If you want to disable the Floa!ng Touch, uncheck “the 
“Enable Floa!ng Touch” checkbox and make sure it is applied to all your devices, before 
checking “Not Config”. As soon as “Not Config” is checked, the configura!on sec!on will have 
no effect on the devices and nothing will change. 
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Display Se!ng 

This category contains se"ngs related to the display of the device. 

 

Sleep Sets the !meout a$er which the device will go into sleep mode 
when not in use. 

Brightness level Sets the display brightness, as a percentage. 

Auto mode Sets the display brightness to auto mode, which means the 
device will automa!cally adjust its display brightness depending 
on the ambient light condi!ons. Works on devices that support 
this func!on. 

Auto-rotate screen When enabled, the device’s display will automa!cally rotate to 
correspond with the device’s orienta!on. 

Enable Android 
Homescreen 
Background 

When enabled, the standard Android homescreen background 
will be replaced with the background picture defined in the field 
“Picture Name”. Before using this feature, the file must be made 
present on the device, which can be achieved by uploading the 
file using the “Files” / “File Management” feature and adding the 
file to a Document Profile which is applied to the device. 

Font Size Sets the Android Font Size to “Small”, “Default” or “Large”. This 
only affects texts displayed by Android. It may or may not affect 
text displayed by applica!ons, as applica!ons may have their 
own control over font sizes. 
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Display Size Sets the Android Display size to “Small”, “Default”, “Large” or 
“Larger”. This affects Android’s graphical representa!on, such as 
icons. It may or may not affect graphics in applica!on, as 
applica"ons may have their own control over graphics. 

Ninstaller 

This sec!on can be used to install Newland-specific applica!on on the device. 
It corresponds with the Ninstaller applica!on on the device and will trigger the 
Ninstaller to install the checked applica!ons. It is necessary to check all 
Newland applica!on for which configuraitons are provided in the Ndevor 
policy. I.e. when in a configura!on profile the “Floa!ng Touch” func!on is 
configured, then in the “Ninstaller” sec!on of the configura!on profile the 
‘Touch lock” applica!on must be checked to make sure that it is installed. 
Failure to do so will result in a policy failure for that part of the configura!on. 
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App Profiles 
App profiles are used to manage applica!on on the devices. 

 

The app profiles overview has func!ons to filter the overview and to manage the profiles. 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 

 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 
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Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi"ng App Profiles 

 

The top of the edit screen allows you to edit the name of the App Profile and add a descrip!ve 
note. The name will appear in other sec!ons of Ndevor. The name may be changed even when 
the profile is part of a policy already. The policy will be updated automa!cally to reflect the 
updated profile name. The note is for descrip!ve purposes only and has no further func!on. 



 
Ndevor User Guide 

 

 

© 2025 Newland EMEA BV 39 Ndevor version 1.0.1 
 

The op!on “Remove packages not in list”, when checked, will cause all applica!ons that are 
found on the device, not being part of the app profile and not part of the applica!ons normally 
on the device when shipped from Newland, to be removed from the device. In other words, 
this op!on will uninstall any applica!ons installed by the user that are not authorized to be on 
the device via the App profile. 

The App profile has three tabs for selec!ng applica!ons. 

User Apps 

Under this tab, apps that are loaded into Ndevor using the “Applica!on”, “Applica!on 
Management” menu. When Ndevor detects mul!ple apps having the same package name, it 
assumes that these are different versions of the same app and will group these together in the 
list, providing radio-bu#ons which will allow to select only one version of that app to be 
installed on the device. 

Apps will different package names will be listed with regular check-boxes. 

By checking the radio- or checkbox in front of the app, that app will be made part of the app 
profile, and Ndevor will install that app when the app profile is applied to a device via a policy 
and policy assignment. 

Op!onally, for an app to be installed, the check box “Remove before install” may be checked. 
This will cause the app to be uninstalled from the device before being installed again. This 
op!on is usefull in case a new version of an app is to be installed, and a “fresh” install is 
desired. Checking the box will remove the app and all its applica!on data before installing the 
new version of the app. 
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Cau!on: When an older version of an app is selected, it will cause the app to be removed from 
the device -inluding app data!- and installed again, since downgrading apps is not possible by 
the nature of Android. 

Unchecking an app without selec!ng a new version will cause that app to be removed from 
the device, including it’s data. A warning as such will be shown and must be confirmed.

 

Ndevor Device Clients 

This tab provides the most recent and previous version of the NDevor Device Client, as well as 
certain commonly used Newland Applica!ons, subject to change. This sec!on can be used to 
update the Ndevor Device Client. It is recommended that an App profile with the latest 
Ndevor client for your devices is put in place to make sure your devices have the latest client, 
since the device’s firmware may or may not contain the most up-to-date client in its firmware. 

 

Select the desired Ndevor device client for your device. Clients with “-NQ” in its name are 
intendeded for legacy NQuire devices running Android 7.1. only. All newer devices, including 
the NQuire series running Android 13 and above, use the same Ndevor device client without 
“-NQ” in its name, as shown in the sample screen above. 
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Local App 

This tab will list and allows to select applica!ons configured in the “Local Files”, “Applica!ons” 
sec!on in Ndevor. Please see the Local Files sec!on for informa!on about this func!onality. 

Desktop Profiles 
Desktop Profiles configure the device to be locked down to a predefined set of applica!ons 
and block access to the Android opera!ng system applica!ons and se"ngs. Only the 
applica!ons selected in the Desktop Profile will be shown on the device. 

 

The app profiles overview has func!ons to filter the overview and to manage the profiles. 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
User Applica!ons. Allows to add applica!ons to the Desktop 
Profile User applica!on list without actually installing the app 
from Ndevor. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 
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 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 

 
Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi"ng Desktop Profiles 

 

Name The name of the profile may be edited, even when the profile is 
in use in a policy and on devices. The name will then be 
automa!cally updated anywhere it is used in Ndevor. 

Note Descrip!ve note. 

Enter Admin Tool When checked, the admin tool will be used on the devices to 
execute the Desktop Profile. When unchecked, the Admin tool 
will be terminated and the user will have access to all Android 
func!ons again. 
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Enable Admin Tool on 
Startup 

When checked, the Admin tool will automa!cally start and run 
the Desktop Profile a$er a restart/reboot of the device. When 
using a desktop profile, it is highly recommended to enable this 
op!on. 

Disable USB Connec!on This op!on can be enabled to block the USB port on the devices. 
Leaving it unchecked will allow USB connec!ons and must be 
used with great cau!on. 

Show Date/Time When enabled, the current date and !me will be displayed on the 
device, above the enabled applica!ons. 

Password Configure the password which is needed to exit from the Admin 
tool on the devices. Without this password, the user cannot 
terminate the Admin tool and will be locked into using only the 
applica!ons provided by the Desktop Profile. Default: “112233”. 
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SelecFng ApplicaFons (App Link) 

 

Checking the desired applica!ons will add these to the Desktop Profile and will cause those 
applica!ons to appear in the locked-down screen of the device(s). Under User Applica!ons, 
applica!ons added to Ndevor Applica!on Management as well as manually added applica!ons 
will be listed and available for selec!on. At the far right, one applica!on can be selected to be 
automa!cally started which will bring that applica!on also in front of the user when the device 
is started. 

Under “Select System Applica!on” all selectable standard Android as well as Newland apps are 
listed and can be selected. 
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SelecFng URL Links 

 

URL Links can be added to a Desktop Profile, so that the user can go to the defined URL by 
clicking the Icon as defined in the profile. The icon file must be present on the device at the file 
loca!on entered in Icon Path. The Ndevor, File Management and Document Profile can be 
used to install the icon file at the designated loca!on on the device. 

SelecFng Widgets 

Using widgets, a user can be given a safe way of accessing specific se"ngs. To use widgets, the 
Newland applica!on “Config Center” must be installed on the device, which can be achieved 
by adding the config center to the App profile. By selec!ng the desired func!ons, these 
func!ons will be enabled in the config center accordingly. 

 

On the device, the config center will be added as an app icon to the kiosk-desktop, and when 
the user clicks on it, the config center will show the enabled op!ons as widgets. 
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Whitelist Profiles 
Whitelist profiles can be used to control the installa!on of applica!ons on devices. The 
Whitelist profile configures the se"ng for the Applica!on Whitelist sec!on in the app “White 
List” which can be found in the Quick Se"ngs app on any Newland Android device. The 
Whitelis!ng feature can be used in scenarios where the Admin Tool/Desktop Profile is not 
used to control the device. In that case, the Whitelis!ng mechanism can be put in place to 
prevent the user from installing any undesired applica!ons on the device. Whitelist profiles do 
NOT affect applica!ons managed from Ndevor using Applica!on Management and App 
Profiles. 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
User Applica!ons. Allows to add applica!ons to the Whitelist 
Profile User applica!on list without actually installing the app 
from Ndevor. This bu#on will bring up a new tab for managing 
user applica!ons, preloaded with apps that were already added 
to Ndevor using Applica!on Management. 

 
Signature Management. Allows to add applica!on signatures to 
the Whitelist Profile applica!on selec!on. This bu#on will bring 
up a new tab for managing applica!on signatures. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 
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 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 

 
Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi"ng Whitelist Profiles 

 

Name The name of the profile may be edited, even when the profile is in 
use in a policy and on devices. The name will then be 
automa!cally updated anywhere it is used in Ndevor. 

Note Descrip!ve note. 
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Password Configure the password which is needed to edit the Whitelist in 
the Whitelist app on the device. Default: “112233”. 

Allow all Apps All applica!on installa!ons will be allowed. 

Block all Apps No applica!on installa!ons will be allowed. 

Custom allows 
Installa!on 

Only applica!ons listed and checked in the drop-down box will be 
allowed on the device, all others will be blocked. 
 

 

Allows Installa!on by 
Signature 

Only applica!ons with the signature listed and checked in the 
drop-down box will be allowed on the device, all others will be 
blocked. The signature list can be managed using the Signature 
Management bu#on men!oned earlier. 
 

 

Doc Profiles 
Doc is the abbrevia!on for Document and this type of profile can be used to install any file on 
the device(s). Examples of files that could be installed are: applica!on se"ngs, desktop 
background, applica!on icon, applica!on data etc. Before a file can be installed using a Doc 
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Profile, the file must be uploaded into Ndevor using the “Files”, “File management” sec!on 
described later in this manual. 

 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 

 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 
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Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi"ng Doc Profiles 

 

Name The name of the profile may be edited, even when the profile is 
in use in a policy and on devices. The name will then be 
automa!cally updated anywhere it is used in Ndevor. 

Note Descrip!ve note. 

User Doc Select the files to be included in the Doc Profile. Under User Doc 
the files will be listed that were uploaded into Ndevor using the  
“Files”, “File Management” menu. Checking the “Delete” 
checkbox in the far right will cause the file to be deleted from the 
device. 

Local Doc Select the files to be included in the Doc Profile. Under User Doc 
the files will be listed that were uploaded into Ndevor using the  
“Local Files”, “General File” menu. Checking the “Delete” 
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checkbox in the far right will cause the file to be deleted from the 
device. 

Firmware Profiles 
Firmware Profiles can be used to update device firmware in a controlled manner. Ndevor will 
only allow to update firmware to a higher version. Downgrading firmware is not possible. Also, 
take no!ce of the firmware’s release notes. For most Newland devices, upda!ng firmware 
must be done in single update-steps, meaning, if there are several firmware update versions 
for the same device, it is strongly advised to update only one firmware update-step at a !me, 
and then update to the next-in-line update. 

 

The top of the screen offers several func!on bu#ons: 

 
To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 Add a new profile. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 
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 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 

Edi"ng Firmware Profile 

 

Name The name of the profile may be edited, even when the profile is 
in use in a policy and on devices. The name will then be 
automa!cally updated anywhere it is used in Ndevor. 

Note Descrip!ve note. 
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The minimum charge The firmware will only be installed on devices that have a ba#ery 
charge of at least the minimum selected here. 

Download Type Select the allowed ways of communica!on for the firmware 
update. The firmware will only be installed on devices that are 
connected to Ndevor in the selected way. 

Internet Firmware In this tab, the available firmware updates for your devices will be 
listed, and you can select one to be included in the firmware 
profile. Ndevor will only show firmware files for the types of 
devices in your Device Model Management overview. Firmware 
files will only be shown if any of your devices is not up to date. If 
no firmware files are shown, it means that all of your devices that 
are managed by Ndevor are already running on the most recent 
firmware. 

Local Firmware Instead of using the firmware offered via the Internet, it is 
possible to use firmware files stored on the local network, to 
save internet bandwith while upda!ng firmware. Local firmware 
files can be managed in the “Local Files”, “Firmware” menu 
discussed in this manual later. 

Network Profiles 
Network profiles are used to configure any network connec!vity related se"ngs in Newland 
devices. Network profiles contain several categories of se"ngs, structured in sub-tabs within 
the network profile. 

 

The top of the screen offers several func!on bu#ons: 
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To search for a profile enter a profile name here. 

 
Search a profile using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new profile. 

 
Network Upload Configura!on. 

This will bring up a list of earlier uploaded profiles and their 
origins. This list populates by entering the Ndevor client on a 
device and choose “Upload Profile”. The uploaded profile can 
then be used to create a new Network Profile that is based on 
the se"ngs retrieved from the uploaded configura!on from that 
device, by using the + bu#on under the opera!on column. 

 
Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 

 Edit profile. See below. If the profile is part of a policy, and the 
policy is assigned to a device group, any changes will be deployed 
to the devices in the applicable group. 

 
Copy profile. This copies the en!re profile contents to a new 
profile. The edit profile window will open, in which a new profile 
name must be entered. 

 
Delete profile. A profile can only be deleted from the system 
when it is not part of any policy. If it is s!ll assigned to a policy, a 
warning will be shown, and the profile will not be deleted. 
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Edi"ng Network Profiles 
Bluetooth Whitelist SeMngs 

 

Allow all Bluetooth No restric!ons apply to any Bluetooth opera!ons 

Disable all Bluetooth No Bluetooth connec!ons will be accepted. 

Customize the 
Bluetooth MAC allowed 

Only connec!ons from devices with the listed Bluetooth MAC 
address(es) will be allowed. 

Customize the 
Bluetooth Name allowed 

Only connec!ons from devices with the listed Bluetooth Name(s) 
will be allowed. 
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Wifi Whitelist SeMngs 

 

Allow all WiFi Networks Connec!ons with any WiFi network will be allowed. 

Disable all WiFi Networks No WiFi connec!ons will be allowed. 

Customize the SSID 
allowed 

No WiFi connec!ons will be allowed except for the ones added 
here. 

Customize the SSID not 
allowed 

All WiFi connec!ons will be allowed except for the ones added 
here. 
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Web Whitelist SeMngs 

 

Web whitelis!ng only works with Chromium browser which is found on the legacy Newland 
NQuire devices running Android 7.1. On newer devices, these se"ngs have no effect. 

Allow access to all 
Websites 

No restric!ons. 

Website Access Whitelist All URLs are blocked except for the ones added here. 

Website Access Blacklist All URLs are allowed except for the ones added here. 

 

WiFi ConfiguraFon 

In this sec!on, WiFi configura!ons can be configured. 
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WIFI Switch Switches the WIFI connec!on on or off. Set to ON when WIFI 
is used to connect the device. 

Private DNS Set to automa!c (default) to use DNS provided by the network. 
If needed, a DNS hostname can be configured which would 
then overrule DNS se"ngs provided by the network, if 
provided at all. 

Network ra!ng provider If set to “Google” (default), the WIFI interface will check if 
Google can be reached via that network, iow verifying if a solid 
internet connec!on can be obtained. On closed networks, 
where access to Google’s services might not be possible, it is 
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strongly recommended to set this parameter to “none” to 
achieve normal roaming performance. 

Wifi Profile Se"ngs In this sec!on, one or more WiFi profiles can be added. The 
WiFi profile list in the devices will be replaced with the profiles 
added here. This means, even when the device is staged via 
WiFi, the staging WiFi profile will be removed from the device 
as soon as the Network Profile is pushed to the device. If the 
staging WiFi profile needs to stay ac!ve, it is important that the 
staging WiFi profile is also added to the network profile. 

Priorized Network When more than one WiFi network is added, and more than 
one of those are available to connect to, the device will chose 
the network that has the “Priorized Network” flag set to it. 

Name The SSID of the WiFi network. 

Security Select the security type on the WiFi network. (None, WEP, 
WPA2/PSK, EAP. 

Password Enter the security password for the WiFi network. 

IP Se"ngs Select either DHCP or Sta!c. When choosing sta!c, addi!onal 
fields will open in which the sta!c IP address and other 
parameters must be configured. 

 

Proxy Configura!on Set to None, Manual or Automa!c. When selec!ng Manual, or 
Automa!c, addi!onal parameters will unfold and must be 
configured. 
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Network Usage Select either “Automa!c”, “Treat as metered” or “Treat as 
unmetered”. The “treat as…” se"ngs are related to mobile data 
plans, and its se"ng depends on the data plan being used. 
Consult the mobile data provider for advice about the correct 
se"ng. For WiFi, leave the se"ng to “Automa!c” should 
normally be fine. 

Stay connected when 
Network has no Internet 
Access 

Only set this to “NO” when working with networks that may or 
may not have Internet Access, and the device has alterna!ve 
networks to connect to when it decides to disconnect from the 
selected network because no internet access is available. 

Hidden Network Select when the SSID is not broadcasted by the network, in 
other words, the WiFi network is “hidden”. 

Automa!c Reconnect Select this when the device should automa!cally connect to the 
configured network. Typically, this se"ng should be checked. 

 
WIFI Advance 

In this sec!on, advanced WiFi parameters can be configured. The se"ngs in this sec!on 
correspond to the se"ngs on the device that can be found in the “WiFi advanced” se"ngs 
applica!on which can be op!onally installed from the NInstaller applica!on. When WiFi 
advanced se"ngs are configured in an Ndevor Network profile, the WiFi advanced applica!on 
will automa!cally be installed on the device(s). The se"ngs can be ac!vated by unchecking 
the “Not Config” box. 

 

Reset Se"ngs When set to “Yes” all se"ngs in the WiFi advance tab will be 
set back to their defaults. 
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Band Can be used to force the device to use a specific band, in case 
the same SSID is using both 2.4GHz and 5GHz bands. This 
func!on works on selected devices. Default: Auto. 

Roaming In normal use cases, roaming should be enabled to allow the 
device to roam from access point to access points. By se"ng 
the roaming threshold and sensi!vity, roaming behavior can be 
finetuned. Consult a WiFi specialist for advice about changing 
the roaming parameters, in case roaming issues exist. If roaming 
works as desired, it is recommended to not change these 
se"ngs. 

Reconnec!on Frequency Default “Self adapta!on” meaning the device will automa!cally 
adust its reconnec!on frequency. Set to “Fixed high” if you 
want to force the device to use the fastest reconnec!on 
frequency possible. 

Cap!ve Portal Normally disabled. Should be enabled in case the WiFi network 
provides a login portal that must be signed into before it will 
allow the device to connect. “Prompt portal cer!fica!on” will be 
needed if the network requires manual login. “Avoid portal 
cer!fica!on” can be used if the network does have a login 
portal but allows the devices to avoid using it. Consult the 
network provider for advice about the correct se"ng. 

Power mode Sets power management on the WiFi connec!on. When set to 
default, the WiFi radio will turn to low power mode when the 
device is suspended. Set to “Awake mode” to keep the radio on 
when the device is suspended. 

 
Global SeMngs 

Ndevor is a cloud-based solu!on and the devices need access to the internet to allow Ndevor 
to manage the devices. If the local network has no internet access, in this sec!on, a proxy 
server can be configured, which would allow the devices to reach the servers and ports used 
by Ndevor. The proxy server must be reachable for the devices and must be setup to at least 
allow all the servers and ports as listed in the Ndevor documenta!on and on the Ndevor 
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Dashboard in the “Servers & Ports” sec!on. The Proxy server se"ng will be applied to the 
device(s) as a VPN adapter. 

 

Enable Global Proxy Set to ON to use this func!on 

Proxy Address and Port Configure the address and port of your proxy server 

Always-on VPN When “ON” the VPN will automa!cally be started. It’s 
recommended to leave this parameter to “ON”. 

Block connec!ons 
without VPN 

When “ON” all the communica!on, including the non-Ndevor 
communica!on will also have to go through the VPN, iow the 
Proxy Server must also support the applica!on traffic. Leave 
“Off” if the device should allow applica!ons to communicate 
with the local network directly. 

 

Nquire Ethernet SeMngs 
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This sec!on only applies to Nquire devices and is used to configure the network se"ngs for 
the wired ethernet connec!on. Uncheck “Not config” only for network profiles that apply to 
Nquire devices, then configure the ethernet parameters as desired. 

Policy Menu 
A policy is a bundle of profiles that can be applied to a group of devices. In the policy, you can 
configure which profiles must be part of the rules that are applied to the devices. 

Policy 
In this menu policies can be created and edited. 

 

The top of the screen offers several func!on bu#ons: 

 
To search for a policy enter a profile name here. 

 
Search a policy using the filter from the previous field. 

 
Reset all filters and view op!ons to defaults. 

 Add a new policy. 
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Clicking on the name of an exis!ng profile brings up a “view-only” view of the profile. Profiles 
can be managed using the bu#ons in the opera!on column at the far right: 

 Edit policy. See below. If the policy is assigned to a device group, 
any changes will be deployed to the devices in the applicable 
group. 

 
Copy policy. This copies the en!re policy contents to a new 
policy. The edit policy window will open, in which a new policy 
name must be entered. 

 
Export policy. This will export the policy including all of its 
profiles to a text file. 

 
Delete policy. A policy can only be deleted from the system when 
it is not assigned to a device group. If it is s!ll assigned to a 
group, a warning will be shown, and the policy will not be 
deleted. 
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Edi"ng Policy 

 

Policy Name Edit the name of the policy. Even when a policy is in use and 
assigned to a device group, the name can s!ll be safely edited. 
The group-assignment will be adapted automa!cally. 
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Remark Add a descrip!ve remark for recognizability purposes. This field 
has no further func!on in the system. 

Upgrade !me Select if the policy should be effectuated 
immediately or at an appointed !me. 
When selec!ng an appointed !me, a 
date/!me picker will be offered in which 
a date and !me can be selected. The 
policy will then be applied to the 
assigned group at the appointed !me. 
This can be usefull for instance when the 
policy includes a firmware upgrade and 
you do not want to disturb the daily 
opera!on. You can then schedule the update outside business 
hours. 
 

Profiles Select the respec!ve profiles from their dropdown-lists that you 
want to become part of your policy. 

Show idle screen when 
upda!ng 

Check this if you want the device(s) to be 
blocked while it is being updated. An idle 
screen will be displayed on the device while 
the policy is being applied.  

System restart a$er 
Device was updated 

Check this if you want the device(s) to be restarted a$er the 
policy and its profiles have been applied to the device(s). This 
op!on ma be useful in case the policy installs applica!ons or 
applica!on se"ngs that require the device to be restarted to 
effectuate the applica!on or its se"ngs. For most Android 
se"ngs or Newland-specific device se"ngs, restar!ng the 
device is not necessary. Also, when the policy includes a firmware 
update profile, se"ng the restart feature is not needed as the 
firmware update will automa!cally ini!ate a system restart once 
a$er it has been successfully installed. 
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Disable Client 
No!fica!ons 

When checked, there will not be any no!fica!ons on the devices 
when a policy has been applied to the devices. This allows for 
“silent” device updates. However, if applica!ons or firmware 
updates are installed with the policy, there may s!ll be visible 
ac!ons on the device, such as restar!ng the device a$er the 
installa!on. 

 

Group Policy Management 
Group policy management is where policies can be assigned to device groups. In order to do 
so, you must first create device groups, profiles and policies. 

This menu can also be used to search for devices and view which policy is applied to them. 

Assigning Policies 

 

Use the + bu#on le$ of your main group to expand the subgroups. Click on “Assign” to assign 
a policy to the group. A window will be offered to select the desired policy. 
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A$er selec!ng a policy, the profiles that are part of the policy will be visible and can be 
browser for verifica!on, however, no changes to the profiles can be made in this screen. 

 

Click on Save to assign the policy to the group. 

When a policy is assigned to a group, the screen will also allow you to unassign the policy from 
the group. Simply hover over the assigned group and click on Unassign. A confirma!on 
window will pop-up to confirm the un-assignment. 
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Please not that unassigning a policy from a group will not cause any ac!ons on the device(s) in 
the group. All se"ngs, applica!ons whatsoever will remain ac!ve on the devices. Unassigning 
will only cause any changes that are made a$er the un-assignment, to any profile that is part of 
the policy to no longer be sent to the device(s) in the group. 

Searching device assignments 

The Group Policy Management screen can be used to search for a device or series of devices 
by their serial number, and review the policy that is assigned to them. 

 

In the “SN” field, enter a serial number or a part of as serial number, and click the hourglass 
bu#on to start the search. All devices that match the (part of the) serial number entered will be 
shown in the table with their assigned policy. By clicking the policy on any of the device rows, 
the assignment status of that policy can be reviewed for that device. 

 

In the example above, it can be seen that there is an error in the assignment of the device 
configura!on profile that is part of the policy assigned to a MT9356 device. By reviewing the 
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note column, it can be determined that the error is in the scanner se"ngs. In this example, a 
se"ng was included in the profile/policy that is wrong for the MT9356 which causes the error. 

A$er correc!ng the error in the configura!on profile, the result will show “succeed”. 

 

Note that policy assignment results can also be reached from the Device Management 
overview by clicking on a device and on the policy assigned to the device. 

Applica!on Menu 
In the applica!on sec!on you can manage the applica!ons that can be installed on your 
devices. Before being able to install an applica!on using an App Profile, it must be uploaded 
into Ndevor. This can be done with the Applica!on Management menu. 

Applica!on Management 

 

The top of the screen offers several func!on bu#ons: 

 
To search for an applica!on, enter (part of) the applica!on name 
here. 

 
Search for an applica!on using the filter from the previous field. 
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 Add a new applica!on. 

 
Delete the selected applica!on(s). Applica!ons can only be 
deleted when they are not part of an App Profile. When an 
applica!on is s!ll in an App Profile, a warning will be shown and 
the applica!on will not be deleted. 

 

Adding a new applica"on 

 

Applica!on Name Enter a descrip!ve name for the applica!on you are going to 
upload. 

Applica!on File Choose the APK file from your local computer to be uploaded 
into Ndevor. Applica!ons must have the .apk extension. The 
package name and version number will be automa!cally 
extracted from the apk file, and loaded into the Ndevor database. 

Note You can add an op!onal note (installa!on instruc!on) about the 
applica!on you are uploading. 
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Viewing Applica"on Details 

By clicking on an applica!on in the Applica!on 
Management overview, the applica!on details can be 
reviewed. 

Details such as the original filename, size, update !me, 
package name, version number and installa!on 
instruc!ons are displayed. 

Push Applica!on 
The Push Applica!on menu can be used to manually instantly push an applica!on to selected 
device(s) or to a device group, without the need to have a policy and app profile in place. 

 

Select the mode by choosing either “Device” or “Device Group” and then select the device(s) or 
group(s) using the “Please Select Devices” or “Please Select Device Group” bu#on. 
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When using the “Device” mode, devices can be searched using the filter op!ons in the top of 
the window in combina!on with the group selec!on op!on in the le$ of the window. By first 
clicking a group, only the devices in that group will be listed, and selec!ons can be made from 
that list. 

When using the “Device Group” mode, a window will 
popup allowing you to select the group(s) of devices 
to which you want to push an applica!on. 

A$er selec!ng the groups, another window will 
appear which lets you choose to include subgroups 
of the selected groups, in case subgroups exist. 
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Check the box for each group of which you want the subgroups to be included. Click the Next 
bu#on in the lower right corner to proceed to the Applica!on selec!on. 

 

Use the “Select Applica!on” bu#on to push an applica!on that was uploaded using the 
“Applica!on Management” feature as described previously. 
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Use the “Please Input the Applica!on” field and the search bu#on to filter the list provided, if 
necessary. Select the desired applica!on by checking the box in front of the applica!on name. 
Click the “Ok” bu#on to confirm the selec!on and proceed to the next step, or click “Close” to 
cancel the ac!on. 

A$er selec!ng the applica!on, a list of selected applica!ons will be shown, and you will be 
provided with the op!on, per applica!on, to remove the applica!on before installing. This can 
be useful in tes!ng situa!ons where you want the applica!on to install without any previously 
stored applica!on data or se"ngs, as removing the applica!on before installa!on will cause its 
data and se"ngs to be removed. 
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Use the “Select Ndevor App” bu#on to select a preloaded Ndevor client applica!on. In this 
sec!on you will always find the most recent Ndevor client applica!on already available. Please 
note that two versions are provided. One will have the le#ers “NQ” in its name. This version is 
ONLY applicable to legacy Newland NQuire devices running Android 7.1. All other devices, 
including the new NQuire devices use the client provided without the le#ers “NQ” in its name. 

 

Use the “Select Newland App” bu#on to select other Newland-specific applica!ons in case 
needed. This can be used in excep!onal circumstances when applica!ons cannot be installed 
using the NInstaller mechanism, or in case an older version of the Ndevor client applica!on 
needs to be installed. 
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A$er selec!ng the applica!on and proceeding with the “Next” bu#on, the “Install Method” 
window will appear. 

 

Select “Silent Install” to have Ndevor install the applica!on on the device(s) without any user 
interac!on and click “Next” to proceed to the confirma!on window. 

 

This window will provide an overview of the selected devices or groups and the applica!on(s) 
that will be installed. A selec!on op!on is provided that will allow all applica!ons to be 
removed that are not selected to be pushed. Selec!ng this op!on will cause any applica!ons 
to be removed that are not being pushed from Ndevor and are not part of the standard 
applica!ons provided on the device when it ships from Newland. This method can be used to 
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remove any unmanaged “user-installed” applica!ons. The op!on must be used with great 
cau!on, in case users are allowed to install their own applica!ons. 

Click the “Send” bu#on to ini!ate the applica!on installa!on. A confirma!on window will 
appear to confirm the applica!on has been sent. 

 

Uninstall Applica!on 
This menu can be used to remove applica!ons from device(s).

 

Uninstalling Applica"ons from one device 

 

Click in the “Click to Select Device” field to bring up the device selec!on window. 
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Several filtering op!ons are available to find and select the device from which you want to 
remove applica!ons. Narrow down the search list by selec!ng the appropriate device group, 
and further filter the list by entering (part of) the serial number and use the search bu#on. 
Then select the device by checking the box in front of the device. Only one device may be 
selected at a !me when using this func!on. 

  

A$er selec!ng the device, click the search bu#on to query the applica!ons installed on the 
device. For this, the device must be online and communicate with Ndevor. 

A list of installed applica!on will be displayed a$er the device was successfully queried. 
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Click on the “Uninstall” bu#on in the “Opera!ons” column to remove the applica!on from the 
device. The applica!on will be uninstalled immediately without further confirma!on, so it is 
important that the correct uninstall ac!on is clicked on. 

Uninstalling Applica"ons from mul"ple devices 

 

Click the trash bin icon to bring up the “Uninstall in batch” window. 

 

Selec!ng devices can be done either by device or by device group. Choosing “Device” and the 
“Please Select Devices” bu#on, will bring up the same selec!on window as described in the 
previous chapter, now allowing you to select mul!ple devices. 

Choosing “Device Group” and then the “Please Select Device Group” bu#on, brings up the 
group selec!on window, which will allow you to select one or more device groups. 
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A$er selec!ng the groups, for each of the selected groups you have the op!on to include 
subgroups by checking the respec!ve boxes. 

 

Finalize the device/group selec!on by clicking the Next bu#on. The select Package window 
will appear. Click the “Select Package Name” bu#on to open the packages selec!on window. 
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The packages selec!on window is populated with applica!ons and their package names as 
they are known to Ndevor, which includes applica!ons that have been uploaded to Ndevor in 
Applica!on Management, as well as applica!ons that have been added manually to the 
Ndevor database by using the “User Applica!ons” bu#on found in the Desktop Profiles and 
Whitelist Profiles menus. Select the applica!ons to be deleted from the device(s) by checking 
the boxes in and finish the selec!on by clicking the OK bu#on. 

An overview of the selected devices and applica!ons will be displayed. 
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Click the “Send” bu#on to confirm. 

Files Menu 
The file menu is used to upload files into Ndevor and make them available for use within a 
Document Profile. Files can be of any type. Examples of files that could be uploaded are 
configura!on files for applica!ons, pictures to be used as background or screen saver, 
databases for applica!ons etc. 

Files Management 

 

The files management window will show the files that were already uploaded into Ndevor. The 
top of the screen offers selec!on criteria and bu#ons to add or delete files. 

 To search for a file, enter (part of) the filename here. 
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Search for a file using the filter from the previous field. 

 Add a new file. 

 
Delete the selected file(s). Files can only be deleted when they 
are not part of a Document Profile. When a file is s!ll in a 
Document Profile, a warning will be shown, and the file will not 
be deleted. 

 
The opera!on column offers bu#ons to execute ac!ons on the files. 

 
Open/download the file. Depending on the file-type, this bu#on 
will open a new browser window to show the content of the file 
or download it to your computer. Pictures and text documents 
are typically opened and shown. If you want to download such 
files, right-click the download bu#on and choose “Save as…” 
from your browser’s context menu. 

 

Edit the file. This will allow us to upload a new version of the file 
or change the save-path of the file. 

 

 
Delete the file. Files can only be deleted when they are not part 
of a Document Profile. When a file is s!ll in a Document Profile, a 
warning will be shown, and the file will not be deleted. 
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Click the plus bu#on to add a new file. 

Click the “Choose File” bu#on to 
select the file from your local 
computer. 

In “Save Path” specify the folder on 
the device where the file must be 
copied to. Please note that the 
folder must be accessible. Due to 
Android restric!ons, it may not be 
possible to copy a file to an 
applica!on specific folder. 

In “Instruc!on”, you can make 
remarks about the file, and it’s use. 

This is just an informa!onal field. 

Push Files 
In this menu, files can be pushed to a device or device group instantly, independent of a policy 
or document profile. This can be useful during tes!ng or in any other case a file needs to be 
instantly updated on a (group of) device(s). 
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Select the mode by choosing either “Device” or “Device Group” and then select the device(s) or 
group(s) using the “Please Select Devices” or “Please Select Device Group” bu#on. 

 

When using the “Device” mode, devices can be searched using the filter op!ons in the top of 
the window in combina!on with the group selec!on op!on in the le$ of the window. By first 
clicking a group, only the devices in that group will be listed, and selec!ons can be made from 
that list. 
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When using the “Device Group” mode, a window will 
popup allowing you to select the group(s) of devices 
to which you want to push an applica!on. 

A$er selec!ng the groups, another window will 
appear which lets you choose to include subgroups 
of the selected groups, in case subgroups exist. 

 

Check the box for each group of which you want the subgroups to be included. Click the Next 
bu#on in the lower right corner to proceed to the File(s) selec!on. 
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Click the “Choose Files” bu#on to bring up the file selec!on window. 

 

Use the keyword input field and search bu#on to filter the list if necessary and select the files 
that you want to push to the device(s). Click on the “Submit” bu#on to add the selected files to 
the push order. 
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An overview of the selected files, their sizes and des!na!on folder will be displayed. 

 

Click the “Next” bu#on to proceed to the final step. 

 

An overview of the selected device(s) or group(s) and the selected files will be displayed. Click 
the “Send” bu#on to execute the order. 
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Local Files Menu 
Under the local files menu, applica!ons, firmware and general files can be configured into 
Ndevor without uploading them to Ndevor. Instead, an FTP, HTTP or HTTPS source can be 
configured from which the respec!ve files must be retrieved. The purpose of this func!onality 
is that a link to a file, either on the local network or on the internet can be provided, saving 
storage space in Ndevor, moreover, allowing devices to receive files quicker and without using 
Internet bandwith. For example, by using locally stored Firmware files instead of using the file 
packed in Ndevor, internet traffic can be reduced by up to several gigabytes per device per 
firmware file.  

Local Applica!on 
In this menu, local applica!ons can be configured. 
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Title Enter a descrip!ve name for your applica!on. 

Download type Select the download type, either FTP, HTTP or HTTPS. 

FTP, HTTP or HTTPS IP Enter the IP address of the server 

FTP, HTTP or HTTPS 
Port 

Enter the Port on the server 

FTP User Provide the FTP username (only when using FTP) 

FTP Password Provide the FTP password (Only when using FTP) 
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Package Click the field to open 
the package name 
parser. Select the APK 
from your local 
computer, Ndevor will 
parse the APK file to 
retrieve the 
applica!on’s package 
name. 
 

Address of the local APP 
file 

If the file is not found in the root of the server, provide the path 
to the file rela!ve to where the user creden!als land, including 
the filename itself. 

Note Add a note. For informa!onal purposes only. 

Local Firmware 
In this menu, local firmware can be configured. 
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Title Enter a descrip!ve name for the firmware. 

Download type Select the download type, either FTP, HTTP or HTTPS. 

FTP, HTTP or HTTPS IP Enter the IP address of the server 

FTP, HTTP or HTTPS 
Port 

Enter the Port on the server 

FTP User Provide the FTP username (only when using FTP) 

FTP Password Provide the FTP password (Only when using FTP) 
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File Address If the firmware file is not found at the root of the server, provide 
the path to the firmware file rela!ve to where the user 
creden!als land, including the filename itself. 

Note Add a note. For informa!onal purposes only. 

Local General File 

 

Title Enter a descrip!ve name for the general file. 
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Download type Select the download type, either FTP, HTTP or HTTPS. 

FTP, HTTP or HTTPS IP Enter the IP address of the server 

FTP, HTTP or HTTPS 
Port 

Enter the Port on the server 

FTP User Provide the FTP username (only when using FTP) 

FTP Password Provide the FTP password (Only when using FTP) 

File Address 
If the firmware file is not found at the root of the server, provide 
the path to the firmware file rela!ve to where the user 
creden!als land, including the filename itself. 

File Save Path Specify the folder on the device where the file must be copied to. 
Please note that the folder must be accessible. Due to Android 
restric!ons, it may not be possible to copy a file to an applica!on 
specific folder. 

Note Add a note. For informa!onal purposes only. 

System Management Menu 
System related se"ngs are found in this menu. 

Usergroup Management 
Usergroup Management is where you can edit your default usergroup, add addi!onal 
usergroups and manage accounts under the usergroups. Using addi!onal usergroups Ndevor 
allows you to virtually create separate instances of Ndevor under one “Master” Ndevor 
account. You can allow users to only see their own usergroup and all subsequent features 
under that group. This is extremely useful for example in a scenario where you deliver device 
management to several customers, and you want to give the customers access to their own 
sec!on of Ndevor. 
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The overview shows the exis!ng groups. The group in the top is the default group of which 
the name can be edited by using the  bu#on in the “operate” column. Changing the name is 
informa!onal only and has no further effect on the func!oning of the user group. Users in the 
group can be managed by using the  bu#on. 

Manage User 
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When managing the main user group, you will find the user account with which Ndevor was 
registered ini!ally. This is the main account holder. Addi!onal accounts can be created by 
using the bu#ons in top of the window. 
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 Add addi!onal user accounts under the usergroup. 

 Add machine generated account under the usergroup. 

 Transfer account ownership. This 
bu#on will only be listed for main 
account holders. In order to transfer 
the account, there must be at least 
one addi!onal user account under 
the main usergroup to which the 
account can be transferred. This 
func!on can be used when for 
instance the main account holder is re!ring, and the account 
must be transferred to someone else. 

 Edit account. 

 Delete account. 

Adding or edi"ng user accounts 
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E-Mail Enter the E-Mail address of the user’s account. This needs to be a 
valid email address and will serve as the user’s login creden!als. 

Name Enter a descrip!ve name for the account, typically the user’s full 
name. 

Edit User Select “On” if the user is allowed to edit users. 

View Only Select “On” if the user must only be allowed to view and not be 
able to edit anything. 

RDP User Only Select “On” if the user is only granted access to the device 
management screen to use the Remote Desktop Func!on, which 
would be useful for helpdesk staff. Op!onally, select “Ac!vate 
User Confirma!on for RDP Sessions” when for this user, when 
the user ac!vates a RDP session with a device, the device user 
should be offered a confirma!on window to grant the RDP 
session. 

Opera!on Log 
The opera!on log can be opened to review ac!ons carried out by Ndevor. 

 

Several filtering op!ons are available to narrow down the list. Make your selec!ons and click 
the search bu#on to execute the filter. 
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Message Log 
The message log can be opened to review messages sent to devices using the send message 
func!on found in the Device Management screen. 

 

Several filtering op!ons are available to narrow down the list. Make your selec!ons and click 
the search bu#on to execute the filter. 

QR Code Generator 
The QR Code Generator can be used to generate a QR code that contains everything a device 
needs to connect to a network and enroll into Ndevor. The QR code can be scanned at the 
beginning of the Google Wizard which normally shows up on any Newland Android device 
that has been taken new out of the box. This will eliminate the need for manually se"ng up 
the device. The Google Wizard will be skipped, the device will connect to the network 
automa!cally, install the Ndevor client so$ware and enroll into Ndevor. 
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Check the Configure Wi-Fi network box and fill out the Wi-Fi network creden!als to which 
the device can connect. The network must provide access to the internet so that Ndevor can 
be reached. 

In order to have the device enrolled in Ndevor, also check the “Ninstaller” op!on, and check 
the applica!on “Ndevor”. Check the boxes  “Actvate Ndevor as Device Administrator / launch 
on startup” and “Link to Ndevor Group ID”, and fill out the Group ID number of the device 
group in which you want the device to be added. 

 

At last, click the “Create QR code” bu#on to generate the QR code. A$er scanning the code, 
the device will be connected to the Wi-Fi network, install Ndevor client, and enroll into 
Ndevor into the specified group. It will receive the policy assigned to the group and all profiles 
that are part of the policy will be applied. 
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While the QR code generator offers addi!onal sec!ons to apply Addi!onal Android Enterprise 
proper!es and Device Se"ngs, these op!ons can be omi#ed when the respec!ve se"ngs are 
also applied from Ndevor via the applied policy and profiles. 
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Ndevor Setup Steps 
The necessary steps to set up Ndevor are captured in the following table linking you back to 
the respec!ve chapters in this manual. 

1 Register Ndevor Account 
2 Create device groups 
3 Create all required profiles 
4 Create policies and select the profiles 
5 Assign policies to the desired device groups 
6 Create QR Code 
7 Scan QR Code 

 



SCANNING
MADE SIMPLE

Rolweg 25
4104 AV Culemborg
The Netherlands

Newland AIDC EMEA
+31 (0) 345 87 00 33
info@newland-id.com


	Ndevor MDM User Guide
	Disclaimer
	Revision History
	Contents
	Introduction
	First-time Ndevor Registration
	Prepare Device
	Register Ndevor Account

	Account Settings
	Personal settings
	Cancel Account

	Device Menu
	Device Management
	Filtering the device management list
	Function Buttons
	Commands
	Manage Presets
	Device Function Buttons
	Edit Device
	Remote Management
	GPS device location
	Enlarge device management list

	Device Group Management
	Device Model Management

	Profiles Menu
	Configuration Profiles
	Editing Configuration Profiles
	Scan Setting
	Common
	Symbologies (Except NQ1000 EM2037)
	Symbologies (NQ1000 EM2037)
	Symbologies (EM6000)

	Device Setting
	Quick Setting
	Keyboard Mapping
	NQuire Screen Saver Setting
	NQuire Save Power
	NQuire CIT
	Float Setting
	Display Setting
	Ninstaller

	App Profiles
	Editing App Profiles
	User Apps
	Ndevor Device Clients
	Local App


	Desktop Profiles
	Editing Desktop Profiles
	Selecting Applications (App Link)
	Selecting URL Links
	Selecting Widgets


	Whitelist Profiles
	Editing Whitelist Profiles

	Doc Profiles
	Editing Doc Profiles

	Firmware Profiles
	Editing Firmware Profile

	Network Profiles
	Editing Network Profiles
	Bluetooth Whitelist Settings
	Wifi Whitelist Settings
	Web Whitelist Settings
	WiFi Configuration
	WIFI Advance
	Global Settings
	Nquire Ethernet Settings



	Policy Menu
	Policy
	Editing Policy

	Group Policy Management
	Assigning Policies
	Searching device assignments


	Application Menu
	Application Management
	Adding a new application
	Viewing Application Details

	Push Application
	Uninstall Application
	Uninstalling Applications from one device
	Uninstalling Applications from multiple devices


	Files Menu
	Files Management
	Push Files

	Local Files Menu
	Local Application
	Local Firmware
	Local General File
	File Address

	System Management Menu
	Usergroup Management
	Manage User
	Adding or editng user accounts

	Operation Log
	Message Log

	QR Code Generator
	Ndevor Setup Steps



